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Abstract: This paper discusses the design and implementation of a secure transfer of the cooperative data in a net-
work based intrusion detection system. It makes the data transfer of security cooperation available, and ensures the
security of all the communicative channels between different cooperation spots as well as supplying the base of ensur-
ing IDS to accurately describe occurred security incidents to some extent. It provides reliable transfer services for secur+
ty detection and security tracing that it becomes an indispensable part of the network- based intrusion detection system.
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0 Introduction

With the rapid development of the network, netw ork based intrusions become severer and severer. So
it is imperious to develop reliable netw orlebased intrusion detection system. Since the dependence between
diverse networks become severe, it is essential to import distributed cooperative mechanism into the IDS,
which need to exchange cooperative data among different detection spots. To ensure the reliability and cor
rectness of cooperation, the transfer of the cooperative data must be carefully controlled. Thus cooperative
detection transfer is the base of the implementation of cooperative detection. In general it is divided into two
layers: the lower layer is used to transfer data and ensure the communication channels security of diverse
cooperative spots; while the upper layer uses XM L encoding program to encapsulate the security events,
which is obtained from lower layer, and provides the results for cooperative detection system.

U ntill now the most famous researches in netw ork security detection are CIDF( Common Intrusion De-
tection Framework) which is held up by U. C. Davis and IDMEF ( Intrusion Detection Message Exchange
Format) produced by IDWG( Intrusion Detection Work Group)of IETF. Here the design of cooperative de-
tection transfer is based on IDWG.

IDWG released “ draft-ietfidw g-idxp-01” to give a detailed description of IDXP ( Intrusion Detection
Exchange Protocol) in 2001 and in the next year released the newest version of “ draft-ietf idwg-idxp-04”.
IDXP is an application-level protocol for exchanging data between intrusion detection entities. It supports
mutuat authentication, integrity, and confidentiality over a connectior-oriented protocol. The protocol en-
ables the exchange of IDM EF messages, unstructured text, and binary data. It is independent from data

representation and makes the data transfer safe in highspeed IP network. Here we use IDXP as the lower
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layer transfer mechanism of T CP. It supports the transmission of the alarm from channel sensor or analyzer
to the manager. T he security of IDXP is provided by TLS (T ransport Layer Security). The security detee-
tion framew ork of IDWG is demonstrated by Fig. 1 . IDM EF messages is a canonical data representation
that should be used for the structured representation of the intrusion detection data. We use XML to imple-
ment IDM EF because XML is flexible and there are many tools which are able to deal with XML.
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Fig 1 Secwrity detection framework of IDWG

1 Opverall design of cooperative detection transfer

Cooperative detection transfer is built upon IP layer and under application layer, a connection-oriented

transfer based on T CP. It is divided into two parts: upper cooperation

. . - XML coding & decoding
client and server. The server is a dependant process | XML coding & decoding T
which supports T LS and IDXP. It can verify the re IDX];:;nsfer TLS
quest to ensure whether the applicant owns a trusted Cirent. Server

certificate. It is the same that the applicant named
client also supports TLS and IDXP. The dient val+

date the server to ensure w hether the server has a trusted certificate. The overall design is just shown by Fig. 2.
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matching security events by XML and give a

positive reply to client. Otherwise it will give a negative reply. The flow chart is demonstrated by Fig. 3.

2 Implementation of cooperative detection transfer

T he cooperative detection transfer system includes server and client. T he server is the manager and cli-
ent is the sensor and analy zer, which we call it SA. In the implementation of the system, we use IDXP-v4
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and TLS-v1. We divide the system into two parts: the base surrounding supports the data transfer and the

upper interfaces. That base surrounding is IDXP transfer.

2.1 IDXP transfer mechanism [ OXP- IDXP dat transfer |

T he cooperative detection transfer module is implemented in C [ TLS Handshake Protocol |

programming. It provides an API for the upper layer to use. T he ' TLS Record Protocol |
| TCP: set up TCP connection through socket I

mechanism of design is based on IDXP, a protocol used to transport
encapsulated data and TLS, a protocol used for security authentice Fig 4 Basic framework
tion. The framework of the module is shown in Fig. 4.

T he procedure of data transfer between cooperative detection spots can be separated into four parts:
Protocol setup Security setup Secured data transport and termination.
2.1.1 Protocol setup

We can use IDXP peers to refer to the intrusion detection entities using IDXP to transfer data. That is
to say, server and client are some kinds of peers. First, the two peers build a normal T CP connection by
using socket. Then two peers exchange some transfer parameters by using requestresponse form. An IDXP
peer wishing to establish IDXP communications with another IDXP peer does so by opening a BEEP chan-
nel, which may initiate a BEEP ( Blocks Extensible Ex change Protocol) session.
2.1.2 Security setup

After the protocol initiating, a BEEP security profile offering the required security properties should
mitially be negotiated. In our model, trust is placed exclusively in the IDXP peers. A BEEP security profile
is used to establish end-te-end security between pairs of IDXP peers. Only after successful negotiation of the
underlying security profile are IDXP peers to be trusted. Here we use TLS — v1. 0 as the BEEP security
profiles to secure a BEEP session containing channels using the IDXP profile. In the implementation we use
s-server and s-client modules provided by Openssl 0. 9. 6 to complete TLS handshake. When the two peers
verify each other the client query whether the server has a certificate. 1f so the client will validate the certif-
icate to determine whether it is trustable. T he server also authenticates the certificate of the client. If the
authentication succeeds the initial of the protocol and the security authentication complete. Thus follow ing
the successful negotiation of the BEEP security profile, IDXP greetings are exchanged and connection pro-
visioning proceeds. Now the security session is ready for the data transfer. Here we use PKI(Public Key
Infrastructure) and PGP (Pretty Good Privacy) to manage the private and the public key and the certificate
is applied from NENC CA. For some realtime systems which need high level security, we can use OCSP
(Online Certificate Status Protocol) mechanism to authenticate the certificate.
2.1.3 Secured data transport

According to UML modeling mode, we use IDMEF to code the transfer data so that it meets the
requirements of semantics interoperability. The receiver decodes it by using a XML parse. Between the pair
of IDS entities communicating over a BEEP session, one or more BEEP channels may be opened using the
IDXP profile. We can use one channel to transfer the control data and some other channels to transfer di-
verse information. If desired categorization and prioritization of data sent between IDXP peers can be set, howew-
er, in most situations additional channels using the IDXP profile should be opened within an existing BEEP session,
& opposed to provisioning a new BEEP session, containing the additional channels using the IDXP profile.
2.1.4 Termination

Both of the IDXP peers may choose to terminate the communication. The peer wanting to terminate
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sends a “ close” element on channel zero indicating which channel is to be closed to the other peer and waits
for the response. An IDXP peer may also choose to close an entire BEEP session by sending a “ close” ele-
ment indicating that channel zero is to be closed. After receiving the response it can terminate the channel.
2.2 Upper interface

T he reason for constructing the cooperative detection transfer module is just to provide an A PI for secu-
rity cooperation. The format of the client API is just like this:

int handle-request( int* length , struct sockaddr _ in sa)

If fails the returning result is 0, otherwise the returning result is 1 and the response of server is put in
the buffer.

T he format of the server APl is just like this:

int handle-request( int length)

It is used to handle the intrusion alert from the client and send the process results back to the client. If

succeed the returning result is 1, otherwise the returning result is 0.

3 Conclusion

For today s network, the importance of describing the security events al-around becomes more and
more prominent and the request of identity authentication becomes more and more veracious. T he article is
just a try tow ards these problems. T he cooperative detection transfer system can transport the data coded by
IDMEF between client and server on a secure channel. Enhancement of capability of some other woperative

functions such & ce-adjust will help us greatly in network research and provide important basis for network security.
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