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Abstract Risk analyss & one ofkey factors m pacting on security decisbr-m ak ng n the nfom aton systans R sk e
valuaton is the base and pran ise of building nfom ation systen security seup It is difficult tom ake accurate rsk quan—
tification because of many fizzy and uncertain factors ex stng in risk analysis of mfomation security To address the
prob km, this paper proposes a risk evaliation m odel based on asset evaluation, vulnerability evaluation and threat evak
uatbn by identifying and quantifying the rik factors In this mode] te valug vuherability and threat of asset were
comb ned to can pute the risk of system. Furthemore considering the rk of systan is nfluenced by the béhavir of ex—
temal entity a risk can putation m ethod m erging behaviors tust of extemal entities w as presented using the quan titative
calcu hton of nformation entopy w e ght of each factor for overcom ng subjectwity of d irect assignment The application
of he proposedmodel and the expermental resu lts shov that the risk computation m odelm erging ttust in plied n behav-
iors of the entities is reasonable and can efficently evaluate the rik nbmaton systen.
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Fig.1 Risk analysis principle diagram
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Table2 Experimentaldata
1 2 3 4 5 6 7 8 9 10
¢, 0. 91 0. 92 0. 93 0. 94 0.95 0 96 0. 97 0. 98 0. 99 1.0
° R(s) 4.6 4.2 3.9 3.7 3.5 3.4 3.3 3.2 3.1 31
C, 0. 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1 0.0
@ R(s) 5. 6. 4 7.5 9.5 9.3 9.7 9.8 9.9 9.9 9.9
C, 0.9 0. 91 0.8 0. 92 0.7 093 0.6 0. 94 0.5 0. 95
K R(s) 55 5.0 6.0 55 6.9 6. 4 7.8 7.3 8.7 8.2
¢, 0.9 0.8 0. 91 0. 92 0.93 094 0. 95 0. 96 0. 97 0. %8
b R(s) 55 6 4 5.8 53 4.9 4.6 4.4 4.2 4.1 4.0
2 2 ) 12 W
) 5 P
10 - a——a———a
. »
2 2
| 4
X -
9 ? Jm »
; ) ié 6 F ) L
N - . .
2\ —— * e
5 AR LA bk S
34 56 78 9 1011
Lk HEEEM
B2 RERREMIETHEENETLME
2 2
Fig.2 Varying tendency of risk with behaviors
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