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An Improved Adjustable Threshold Intrusion Detection Negative
Selection Immune Algorithm

Zhai Hongqun Feng Maoyan

( Information Department Jiangsu Maritime Institute Nanjing 211170 China)

Abstract: Success in confirming the most effective detector set is a key step to improve negative selection algorithm ca—
pability which has a direct affect on efficiency and veracity of system. Fuzzy idea was used to put forward an adjustable
threshold negative selection immune algorithm of creating the most effective detector set. The rate of mature detector acti—
vated can be improved effectively based on optimal search theory and the number of black holes can be reduced clearly
through adjusting matching threshold in this algorithm. The simulation results indicate that this new algorithm in compar—
ison with the original algorithm is of higher detection efficiency and lower detection holes number and thus the algo—
rithm has better robustness.
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Fig.1 Negative selection algorithm flow diagram
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chara, t, C+1 a e N, s € Ng;
while( ¢ < k) {
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Table 1 The distribution of the detector with different threshold matching
(The proportion of total mature detector)
r=14 r=15 r=16 r=17 r =18 r=19 r =20 r=21
ro=14 4630
46%
_ 4552 799
r, =15
45% 7. 9%
r =16 4534 785 646
: 45% 7.8% 6.4%
. =17 4561 741 649 504
’ 45% 7. 4% 6.4% 5.0%
;=18 4613 755 613 512 421
46 % 7.5% 6. 1% 5.1% 4.2%
. =19 4604 741 635 552 387 369
’ 46% 7. 4% 6.3% 5.5% 3.8% 3.6%
. =20 4520 728 649 543 398 332 248
i 45% 7.2% 6.4% 5.4% 3.9% 3.3% 2.4%
. =01 4552 799 680 482 382 349 274 196
’ 45% 7.9% 6.8% 4.8% 3.8% 3.4% 2. 7% 1.9%
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