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Privacy Preserving Feature Selection in Distributed Environment

Wan Wengiang Zhang Lingwei

( College of Computer Nanjing University of Posts and Telecommunications Nanjing 210003 China)

Abstract: Privacy preserving and feature selection are very important in data mining. Thus how to select feature effec—

tively based on privacy preserving is also a hot topic. Under the Map-Reduce distributed environment framework pro—

posed was the combination of the differential privacy and principal component analysis with the statistics including entro—

py misclassification gain and gini index a new privacy preserving feature selection algorithm on distributed environ—

ment. The algorithm achieved the purposes of protecting privacy of both data sets and features. The simulation results on

several bench-mark data sets indicated that this algorithm performed well. During the selection of the important features

it could protect privacy information to a certain extent.
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Step 1 PCA AOQL
Step 2
Map :
( buffer = Null ( ( ) ) = Null p
WHILE( )
buffer <— :
FOR(i =1; i <=p; i++)
1F( = 0)
( ( 0) )
ELSE
( ( 1))
END IF
END FOR
END WHILE
Reduce
( buffer = Null; x;y = x,, =, =0; B, bef{O1l - m -1}, AOL; r
= Null)
& A.
FOR( )
b = ;
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END FOR
FOR(i =1; i <=p; i ++)
FOR(b =0; b <=m; —1; b ++)
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X = Xy + Lap( . );
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END FOR
B.( Entropy) .B,( MI) \B,( Gini) ;
END FOR
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Table 1 Summary of the data sets

2 Ao Monk

Table 2 The selected feature subsets for different values of

£ when A — «» on Monk data sets

Monk 122 6 254 251
Breast Cancer 683 9 e =1 251
SPECT Heart 267 22 e =01 256

S1 10 000 9 213 e =0.01 256
e = 0.001 362

e =0.0001 631

3 A—>w Breast Cancer & = 0.00001 364

256

256
256
256
254
521
542

251
251
251
251
251
524
524

Table 3 The selected feature subsets for different values of

£ when A — « on Breast Cancer data sets

4 A—> SPECT Heart

‘ Table 4 The selected feature subsets for different values of
2367 2367 2367 £ when A — « on SPECT Heart data sets
e =1 3267 2367 2367

e =0.1 3267 2367 2367 i
e =0.01 3267 2367 2367 1321 82216 13816227 13 8 21 22 16
e = 0.001 3627 2367 3625 e =1 1321 82216 13 8 16 22 21 13 8 21 22 16
e =0.0001 2654 6529 2638 e=0.1 1321 82216 13816227 13 8 21 22 16
e = 0.00001 7916 6153 274 1 e =0.01 1321 22 8 16 13 8 22 16 21 13 21 8 22 16
e = 0.001 1316571 131632022 2122201 11
e =0.0001 21076122 8511819 71018156
5 A—w S1 e =0.00001 1417 13157 1952136 2216 12 14 21

Table 5 The selected feature subsets for different values of

£ when A — « on S1 data sets

6
‘ Table 6 Accuracy rate in the case of feature selection
132 213 132 . . .
without privacy preserving
e =1 213 213 132

£=0.1 213 213 132 1% 1% 1%

s =0.01 213 213 132 Monk 80. 56 80. 56 80. 56

£ = 0.001 213 213 132 Breast Cancer 95. 61 95. 61 95. 61

£ =0.0001 231 213 312 SPECT Heart 80. 60 80. 60 80. 60

& =0.00001 872 893 214 S %.16 %. 16 2. 16

6 2~ 5

e =1
&
e = 0.00001 N
“« ”»
2 . 2 ; :
143 ”»
2~ 5 2
7
testl testl Table 7 The data sets for privacy validation
test2 Test( Test =
test]l + test2) Test testl 100 0 1256
) 1 > test2 100 9 1234
test test test
Test( testl + test2) 200 9
testl 1.2.5.6 test2
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Fig.2 Similarity between subsets returned by traditional feature selection and our algorithms for different values of £ on
8 testl  Test
Table 8 The selected feature subsets on testl and Test with different methods
testl 216583947 126583947 1265793438
Test 214365897 123465789 123467958
e =1 Test 214365897 134657829 134679528
e =0.1 Test 214365897 134657829 134679528
e =0.01 Test 214365879 134657829 134675928
& = 0.001 Test 215643879 165324978 165347928
e =0.0001 Test 287934561 523468179 127453698
e = 0.00001 Test 861234975 548196372 513986427
8 testl testl  1.2.5.6 (
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