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Abstract: While the major existing RFID security protocols address tag authentication issues, the ability of transferring
ownership of these tagged objects is most equally important. Recently, though some lightweight encrypted authentication
protocols have been proposed to solve the problem,most of them assume that the channel between the RFID reader and
the DB sever is so secure that the backward un-traceability is ignored. We consider a few RFID ownership transfer muta-
tions and propose a single authentication RFID ownership transfer protocol that is lightweight and secure. Due to chal-
lenge response mechanism, the protocol achieves mutual authentication between tag and DB server. Also, we provide
security analysis to evaluate and proof the accuracy based on BAN logic and strand space. The merit of our protocol
achieves high-security and high-efficiency.
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Bk .
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A5:TI=#(N,,N.,N,)  A6:RI=#(N,,N,,N,)
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Sfi.(TID) RID
[D1:]DB<|N,,N,,f,(TID) DB T} oy » | Ng, RID, DB «—R} ), /% M1 %/
£,.(TID)
[D2:1DB<U{N,,N,,f,(TID) ,DB «———T} , 1) /% D1,P7 %/
fA,(TID)
[D3:]DBI=TI|~{N,,N,,f,(TID) ,DB T} /% D2,A2,Pl*/
ﬂ,(T[D)
[D4:]DBI =#{N,,N,,f,(TID) ,DB «———T| / % A7,P6 % /
£.(TID)
[D5:]DBI=TI={N,,N,,/.(TID) ,DB +——T]| /#D3.4,P2 %/
£.(TID)
[D6:]DBI=T|=DB «——T /% D5,P5 %/
[D7:]DBI =TI =f£(TID) / % D5,P5 %/
[D8:]DBI =£,(TID) /% D7,A8,P3 %/
RID
[D9:]DB<I{N,,RID,DB <R ,, /% D1,P7 %/
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(2)keK,;

(3)N, #N, N, ME—#2IET 384 € 55 1 DR H ¢ € Resp DB, Tag, N, , N, ].

5131 BETEMHECKAT DB).

FATRE H(f,(TID) ) D f,.(TID) F1 N, € DB(FRAE , ny) K A S — AT R (FRAE v, ) 2 1E 1 5 HAE R T
DB. Jit AFRA TR ZEE AN B H Z Wi 19 i GX L Tag) . HHJE SC, 3% SEH 2 ELI1).

532 A S={neC:N,Cterm(n) Nv,Zterm(n) | 2/VF 1 DM/NTTH B ny 0, 25 BT S HAF
5 M IE.

AT ZUESE n, BEA N BEBGEEH p L.

S:S B A (—gh,+g,+h) , ANJE—BE term (n,) = g Fl term (n, ) = h IEHJEXSFRE. 5 U={me
C.:m<n, NghCterm(m) | HH/NICT 5 m, , K term({p,1))=-gh H{p,1) e U.

S: W gh Crerm(m,) ,m, 4& S BIBGEF P p' B 1 DNIET &S, IB4 ghCterm({(p',1)). {(p',1) <m,,
5 m, &2 U LW/ NTr)E.

E. (D. ) :WH ghCrerm(m,) ,m, & E(8 D) BIEHEE p' LEY 1 AIET S, 4 gh Cterm ((p',
2)).{p",2) <m,, 5 m, & U EWHR/NICTE.

C: WA ghCterm(m,) ,m, J& E(5 D) BKEHEH S p' LW 1 AETEAH m, 2 U Ek/hog, B4
(p",3)=m,,term({p’,1))=term(n,) H term({p’',1)) <n,,5 n, & S _LWHR/NITFJE.

SIEE 3 fE P A LA 0y 7E ny Z00L, 75 H(f,(TID) )@ f,(TID) Cterm(n,).

G IHE T FE SC,FRANTHE Ny, #IE T n,, BfE—EIE T 3. T v, Cterm(n,) H v, Cterm(n,) , T LA
n,#ny. KL, N, RNIET n, BEEZATUA 11585 n, 153 0, Cterm (n,) , B n, BIR/NE H(f(TID) ) @D
f.(TID) Cterm(n,).

SI3E4 HEn, M, PIESE 7E C L, HIE 1 AR E .

WA e R LA RE S, BIRE ny BNZOE T AT AL Hony & 1 ADET R TR S 1A R e
t IS 1A 8 n, WALETE C .

SEF 3 4 UER T A 1.

232 AEBIEEIENR

WRE2 iR (1)3 & Py A, C R & &R E B s e nit[ DB, Tag, N, ,N, ] % ;

(2)ke Ky

(3)N,#N, N, Mi—&IFET 3, XA me C,24 N, Crterm(m) I, 4 H(f,(TID)) D f, (TID) C
term(m) 8& H(f,.(TID) | N, || N,) Cterm(m).

EB % HOLTID) ) @ £ (TID)= vy HUf, (TID) | Ny || Ny)= o,

ZRES F={neC:N,Cterm(n) Nv,Zterm(n) Av, Cterm(n) }.

WFAEZS W F 20 1 ANIT. T TSGR ) SE B /N Te A 2 LT A BRI E AT e iy
M FoRES i A IE.

Bm S F /NG, BIRH R 80, W m AT RIE. 76 s 1 R ny AF5 0IE B v, Cterm(n,) , T
Phm ATEs b XN, ME—r=AF ny, FTLL m ANTEHAH EL strand 5" #s T B0 m A0 HESR 5 BT 5.

F BN oA 2B s e S5 51 31 BCAARL T S={ne C:N,Cterm(n) Nv, Cterm(n) | [
W INTEAET 1 85 B4 F Nt —E AR 1 8 b

g5 LTIk  F HAE Rz DL N, HEELI PRSI B T 2 B, PRI (2 Y.

w3 ik

(1)3 2 Py tpasli], € A& KEE H s e Init[ DB, Tag, N, , N, | I ;

(2)keKys

(3)N, ME—IHET 384 C W5 MmN # 5 t € Resp[ DB, Tag, N, , N, ] RGP 55

B ime C:H(f,.(TID) || Ny || Np) Cterm(m) | 2AEZS 0, A BALE 198 (s,2) , BUFTER/INT T A
my. BUAE X FIERLE ¢, ik m, 76 ¢ & B4 ¢ 938~ Resp[ DB, Tag, N, ,N, 1. IEHLER ¢ /D AT S 7
C L AR W my fEXGh H 0 b B4 nTRER E BV b i (=N, =N, . f, (TID) ,+H(f,,(TID)
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Ny I Np) ). AR EET TR 2, XA N, AT S (c,2) b OhsOh HABIE R 19 UE A R 4514
AL, I T RIS s 5 T

3 g5

MARSCH AT VL BB A TR 2 1) RFID 24 I SCERAEAE £ AP, 0 HSE RFID [ Fr A BSOS 1 &2 41k
RN LM E. T R2RNTE T e RFID 24P, B B JLF e 255K . B A S 24
WEALTGE , b5 k5 S EE A H S S E A DoS By, 1 FLiZ WM fe i RFID &R Gt T A ALY n] H 5%
. B o, Z P SGE T BAN 255 A0 5 25 [R] I FC TR B AN 20 4
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