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Research on Single Channel Color Image Encryption Technology
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Abstract: The paper studies a single channel based on double random phase encoding color image encryption algo-
rithm. In this algorithm, the sinusoidal grating is adopted to preprocess color image, and the color image can be encrypted
in the single channel. Two random phase mask function together constitute the double phase of preprocessing image
encryption, which guarantees the safety of the single channel color image encryption. As the decrypted image quality is
not very good, the zero level fusion method can be improved. At the same time, the shear attack simulation experiment
on encryption image is conducted. Simulation results confirm the effectiveness of the algorithm.
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Fig.1 Schematic diagram of double random phase optical encryption and decryption system
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Fig.2 Color image, preprocessing image and encrypted image
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Fig.3 Decrypted image and spectrum image

B AP 3N AT RIS, S5 R AN 5 (a) BITR . 1208 (0 UG LAWK B T JFOR (0 R BB (R 1E

85 JE AR He , X Eb B R 27 1 BH (. FAAIG, B 18] 5 (a) i RGB (R 55 (] 5 e 28 HST (47 25 ] 2, Il &

GO AR G (& 5 (h) FT R ) SRR 5 (a) A T4, SR 5 B HST R 25 W] 5 4 [0l RGB (%23 1], R ]
A A ZERE AR, i 5 () iR .

- 43 -



B IV 24 (T AR AR RR) 1555 4 (20154F)

(b) By (b) oyt
4 ZEEBHE

Fig.4 Three primary color components
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Fig.5 Image of without the zero level fusion,zero order spectrum and with the zero level fusion
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Fig.6 The gray histogram before and after fusion of zero order spectrum
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Fig.7 Shear attack of different levels
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Fig.8 Image restoration after shear attack
1B FGAET U Sy S, FLSCER RO Nk 1 B, B R i 2 PR IBATI IR FAT B g

R1 EYIEAE

Table 1 Treatment of shear attack

i 1 1 1
ipian 256 64 16
PSNR 71.210 4 70.969 3 68.742 4
PN AR NC 0.922 03 0.921 85 0.888 27
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