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Authentication in Networking Environment Based on
LECC and MDS Algorithm
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Abstract: MDS5 algorithm is commonly used in authentication for the remote user, but it cannot resist the dictionary or
differential attack. This paper improves an ability of the algorithm to resist against the attack by MD5 encryption for user
identity and LECC ciphertext with error correction coding. Theory and practice have proved that this method is of high
security and practical value.
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BESEE ANV CES EG BRELWES, Table1 Data table of MDS
MD5 Bl k— A 2 B et id 2 f:A—B. MD5 7E—32 id B L

1 al bl

PRI UESE I R B SCIE R, L, SR A TR ECIE

WK ML A I TS . (24183 g . " "
RGP A 2 R R O RN HONK R AR
B AT E AN BAR D, 3R R AT 8 A 1 BH SO R (1) 10000 10000 110000
B SCBCNER I, 48 2R A0 P2 s RE AR Db £ 4% 285 S W] %2 ZHEEE
. IAEVT 22k MDS fif 25 Wk, 4 www.emdS.com, X Table2 Data table of one to many
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TEES ARG RN BCE BRI ey $2 @25 MDS 575 (1) ! al b1,1
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(3)F/MEE d =d(C) ORAAS S Z [8) Hamming B 2§ (19 /M) .

WHZAMFES ] RN (n.K,d), 5 [n.k.d], .

X LA R TR MEAREC TR BUE R 250 C 19— F, 5 {v, -0} L H T 0,2 (a,0,,00.0,)

a;elF, (1<j<n,1<i<k).ic
Ay A o Qy,
. . . . 5
Ay Ay "t Ay,

c=buoy +--+bv,=0b,b)G.
M) G FRNZLNERD C B—AHE U
k A i A 0] FE A (b, -ee,b,) A ¢ A O T A TR L —— BB n AR TS ) € P
? C:(bp’"»bk)c ’ EI]

MBS F ¢ T LAME— 7R N -

d)F;f — CQF;’ , (bl’ ”'bk)'_)(bl’“'ﬂbk)c .
KT B 6 kAR TR I C AE FRAE rRR

- 54 -



TN % BT LECC FI MD5 B3 119 W 28 B I 3iF

hy %, +h, +o+hy %, =0,
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01 1 1 1 1 1 11 1 1 1]
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1 011 10O0O0T1O0T11
111 100O0T1O0T1T1FO0
p= 1 11000101101
1100010110 1 1
1 000101 1O0T1T11
1001 01 101T1T1PO0
1 01011011 1°00
110110111000
1m0 1 1 01 1 1 0 0 O 1
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WEAAZH [n,k,d]=[24,12,8].

(P:1,)h G, W, A P 1,)' =0, \ifi ¢BB'(P:1,) =cB((P:1,)B")) =0, Kt
H =P :1,)B" NG, H— B,
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3.1 LECC+MD5E £ L HiniE
WE 1 FTR, S F P R % i R A7 MDS i 15 2] A6 %8 19 MDS {8, 3K MDS {8 F LECC % i 75 3|
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Fig.1 LECC+MDS5 algorithm realice one to many map

I AR

(IR MDS{H (16 M4, Hh By K545, A i wxdhlg 1 MD5 {H 4 00E220A2F558C267.

(2)3 55 PR C2B (o)W BT 3k 6 (7 19 — HE 15K, ¢ M P4 19 ASCITHS -

C2B(e) = c—48, ¢<60;
c—55, ¢>60.
11 C2B(3)=51-48=000011,C2B(R)=82-55=32=011011.

SRJE K MDS A5 ¢ LA 20 67 1Y C2B A 3% 75— B A B 12 4E —JTHY ) & , Q1% % wxdhlg (19 MD5 {i
9 00E220A2F558C267 , H: 12 4 — el [ Ry (FE 84N .

(0F):(1,1,1,1,0,0,0,0,0,0,0,0)

(05):(1,0,1,0,0,0,0,0,0,0,0,0)

(E5):(1,0,1,0,0,0,0,1,1,1,0,0)

(28):(0,0,0,1,0,0,0,1,0,0,0,0)

(2¢):(0,0,1,1,0,0,0,1,0,0,0,0)

(02):(0,1,0,0,0,0,0,0,0,0,0,0)

(A6):(0,1,1,0,0,0,0,1,0,1,0,0)

(27).(1,1,1,0,0,0,0,1,0,0,0,0)

Q)RR G AR G=(1,: P) G 1E]12), 5 i 175 16 i MD5 {EAF5E i 1~ F 4719 ASII
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9 mod12) 284 s K AE AR E G=(1,, : P) G T2 12) %5 i 51 5 32 MDS {EARAS i D79 ASITEARE 24 1Y
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D] pR 2505 wxdhlg 77 A B9 AR RS 67 2R

1 001010100100 001 101O00°O0°O00O0
1 o0601o011110100O0O0O0O0O0O0T1T1TU0TITI]1
ooo0oo0o011110100O0O0T1O0T1QO0O0O0O0TCO0!1
1 ooo0o1r111000O0O0OO0O0O0OT1O0O0OT1TQO0O0OO0OT1'1
1 ooo0o1r111000O0O0OO0O0O0OT1O0O0O0T1QO0O0OO0T1'1
G,:OOO 1 0100011 0O0O0O0T1TTO0O0O0O0T1T11 1.
1 oot1$1ro01010o010o0o0011O01U0O0O0°O00O0
1 oot1ro01o01o0o010o0o0011O01U0O0O0°O00O0
oo0o000111100010010O010O0T1TT1SQO0
1 0001010100100 001101O00°O0°O00O0
1 001010100100 O0O0OI11O01O00°O0°O00O0
1 001010100100 O0O0I11O01O00°O0°O00O0
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(2) 55 #5 v 2 P 5 Fn 8 5 5 MDS J& , a8 i 8 7= A 8 4> 24 E TS 19 —JG [l 1 , 154K
s PE R 1 40 AL FAF R FE AR 8 4 24 4EA S A1 i T Il i, SR LA 8 X 1 24 4 Y e ) 1 1Y R 61 2K
LA/ INT AT 3, M EE L, 75 W GE 0

4 énln

AT FE T LECC T MDS 835 14 I 45 A UEJ7 28, R P %53 1 MIDS (B4 1 2] B0 B 25 0 1)
MDS5 {HZ 5 82 4.7 x 107 A~ 0] 2545 1) MDS_LECC_FT{H . Q1R 2 7 iy ik ik Taﬁmﬂzﬁ’q’: DU ESCHRE P2 1)
TOSERELE G 4.7 x 107 435, R AR SCAE ke 23 [R] Ak a] EARIE T e 2 ki, BoA 3w S F (4.
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