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Design and Implementation of Website Change Monitoring
and Early Warning System
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Abstract : Websites are easy to become the target of hacking and tampering. The real-time monitoring of website changes
is particularly important for the safety of websites. Regarding the difficulties of large-scale real-time website change
monitoring ,we design and implement a website change monitoring system based on non-relational database and message
mechanism. It uses crawler technology to crawl web pages in real time,and realizes real-time analysis of multiple websites
through distributed data storage and message mechanism. An algorithm combining MDS5 value and text comparison is
designed to monitor website content changes and the results are visualized on the monitoring browser. When abnormal
changes occur, it supports real-time alarming and emergency cut-off services in order to reduce the adverse effects caused
by website content tampering.
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