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Abstract Detem nitic packetmak ng (DM ) alorithm only requires edge wuters to perbm packetm arking and
can trace a laige number of attackers smultaneously with only a fev packets fran each attacker For hat compro-
m sed wuters eiher edge wuters or transit wuters can easily foige packetm ark ngs to prevent the victm perfom ng
reconstiuctbn successfully For that a new schene nanely MAC - based Authenticated DPM ( ADPM), & pro-
posed Researches nd rate hat ADPM algorihm supplies sufficient security that attackers in subnets or can prom sed
wuters cannot forgem arkings which assures the veracity of address reconstruction at the victin.
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LetF be theH ash function to can pute MAC
Letk be the number of fragm ents of ngress address
M aik ng procedure at wuterR, mnterface £
Let/A be the address of nterface /
For each packetw
Letn be a random mteger from [Q k- 1]
Letf be the fragment of /A at fragn ent nun bern
LetK be the currentkey
LetS be the source address ofw
LetDA be the destination address ofw
w. frag=f
w. nun=n
w.MAC=F; (A, DA, A )
Recordng procedure at victm V-

LetRecl'blbe a table of tup ks
(‘arriving tine source address MAC, fragnent number sending tme ntewval)
For each packetw from attacker
LetT be the awrwving time ofw
LetS be the source address ofw
RecTbl Insert (T, SA, w.MAC w. frag w. num, NULL)
Recovery procedure at victm V:
Let IngressTh1be a tabk of ngress address
Foreach record r n Redl'bl
Deducer. sending-tin e- nterval accord ng to r arriving-tin e
Partiion all records n Red'bl with arrving tme source address and M AC

Letred be a record setw ith same arriving timneg source address and M AC
Foreach red inRecTbl

Get keyK
Foreach possble ngress address canbnation A n rad

IfF (SA,DA, A ) = red MAC
IngressI'bl Insert(/A )
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