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An Algorithm for A ttribute Reduction in Rough Set and

its Application in Intrusion Detection

Q u Yuxiang Y angM ing

(School of M athem atics and C anputer Science Nanjing Nomal University N anjing 210097, China)

Abstract A novel ough setbased m ethod follbw ed by establishing am x discem b ilitym atrix is introduced for i tusion
detection, and choose C4. 5 alorithm for testing the effectiveness of selected attrbute subsets Expermental results
show that the chssifiers developed using the sekcted atirbute subsets have better perform ance than those generated by

all atirbu tes
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Table 1 D ata collection
Kdd cup 9
Dos 3883370 Dos( 800) — train Dos( 800)— test
Nomal 972 782 N om al( 800) — train N om al( 800) — test
Probe 41102 Probe(800)— train P robe( 800) — test
R2L 1126 R2L(563) — train R2L(563)— test
U2R 52 U2R(26)— train U2R( 26) — test
a’c(xi,xj)< 6 B x,-,xj 5 [0 1] N x,-,xj
0.1 Xy X k | f(x, an ) — f(x, ar ) 1< 0.1 x; %,
C dg(xg,xj):;lx%—xjkl< 0.1x41~ 4 § 4€ 0.1-0.9
@ CC
C4.5 ) , 2
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Table2 Experimetal result
€ Nomal Dos Prbe R2L U2R total
0.102 0.963 75 0. 986 25 0. 98223 0. 98 75 0.500 00 0. 978 59 21
0.304 1.000 00 0. 986 25 0. 98579 0. 98 75 0.769 23 0. 991 30 19
050607 1 0. 986 25 0. 98046 0. 98 75 0.65384 0. 989 29 19
0.8 1 0. 986 25 0. 98046 0. 98 75 M61 54 0. 987 62 21
0.9 1 0. 986 25 0. 97513 0. 98 75 0.576 92 0. 987 29 23

2 ,€ 03 0.4 ,
19, 22, 25 3Q 31, 32 33 34 35
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Table3 Comparison before and after attributive reduction

N om al Dos Probe R2L U2R total
0.986 25 0. 98375 0. 97691 0. 98 75 0.615 38 0. 983 94 41
1 0. 986 25 0. 98579 0. 98 75 0.769 23 0. 991 30 19
3 , .
Relief 123412 23 24, 25 2629 30 31, 32 33, 34 35 36 37 38 39
C4 5 Relief , 4
4
Tablk 4 Canparison of experin ental result
N om al Dos R2L P robe U2R total
1 0. 986 25 0. 98579 0. 98 75 0.769 23 0. 991 30 19
Relieft 0.997 5 0.9975 0. 97869 0. 98 75 0.576 92 0. 990 63 19
4 , Relief , U2R Re
LiefF.
5 45k
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