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A GeneralHybrid Cryptograph Transfer Protocol A pplied
in Password Synchronization

LiHuafeng Q ian H uanyan

(Network Center Nanjing University of Science and Technobgy, Nanjing 210094 China)

Abstract This paper can bines the authentication protocol based on synm etric keyw ih the au thentication protocol based
on pub lic key provides a general hybrd cryptograph transfer protocol( HCTP) app lied in passvord synchon zaton It
also eveals requiran ents analysg alkorithm selection pmwiowl content and proves its vald iy though BAN logic on
the basis of protocol analysis The analyss result proves that the purpose of poocl can be ach eved as expected
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(2)Root ) , , MD5 SHA

(3) p GF(p) o
(4) E( ) D( ), ,E(.) D() ,  3DES
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(1) ., Root €4 A4 S A cCo= (P, R puby g,
s ) AP ;R Root ;pub A ;b ;s Root (1P, R,
pubi, ) tso= sig (P R pub.a)  [h(IP, R pub. )]k mod .
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mod ng. UKS(U nknown K ey Share) , Root S , S,
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, 7 d d Fig.2 The process of general hybrid cryptograph
transfer protocol
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P1A" PK (RK,)

P2A" SV([S.K] - 1K,S,Ks,))

ALSV([E Y- LKL (2 i)

P34' ((R1~PK (S, K,)) PK (S,K,)

P4A' PK (A, Y)

P5A'  #Y

P6A' A(Y x)

PTA Y, (S, K, [S,KiJx,— 1), {[Y, Yi]wu - 1))

P8A' A (% i (S,K, [SuK g = U {[* i Y- V)

P9A'  ((A {[* i YV]u-1)x PK (S, K,) PK (A, Y)) PK (S, * i))

P10A" (A~ ([* 0 Y- Uy)
P11 (R1~ (S,K,) (R1~PK (S, K,))

BAN :
(1)A A (%0 Y], - 1) P8 Ax1 Ax7 Nec MP
(2)A'" RI~PK (S, K,) 1P1P2P11 Axl Ax4 Nec MP
(3)A' PK (S, K,) 2P3 Ax1 MP
(4) A" A {0 Y- 1), P8 Ax1 Ax7 Nec MP
(5) A" PK (S, * i) 34P4P9Ax] MP
(6)A' A—> &, 5P4 Ax1 Ax5 Nec MP K=F, (Y, * i
(7) A" AK P8 P6Ax1Ax10Ax11 Ax12 Nec MP
(8)A' A—>» S, 6 TAxIMP —>» (G2)
(9) A" #K P5 Ax18MP (K = Fo(Y* i)) (G4)
(10) A" * confim, (K ) 49P10Ax1 MP * confim, (K)
(11)A" A4—>» s, 8 10 Ax1 MP A —>» & (G3)
(12)A" A [ i V],-1 4 7Ax1Ax8 Nec MP

(13)A" S~ (* 1 V)
(14)A" S, ~ (" i Y)

312 P2Ax1 Ax4 Nec MP
13 P5Ax1Ax19 NecMP (G1)
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