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Reaserch of Digital Video Encryption and Decryption
System Based on ARM7
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Abstract: As ARM7 processor has limited capability of processing digital videos, this article has proposed a new way to
implement the video encryption and decryption system based on ARM7 processor. The way that can encrypt the impor-
tant information of video very effectively costs little calculation of processor and prevents the attacks from hackers.This
implementation is based on the composite algorithem of Knight-tour transform and Arnold transform which can benefit
from each other.As Knight-tour transform costs lots of calculations of CPU, this article has found a good way based on
LUT (Look-up table)to reduce costs of calculation. The experiment based on ARM7 target has approved that the speed
of processing a frame of vedio has been improved up to 30 times with the way from this article for encryption.
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Table 1 The period of Arnold transform according to para N

N2 6 9 0 xn 50 64 100 120 128 256 480 512
mo 3 12 12 30 24 150 48 150 60 9 192 120 384
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45 48 43 54 31 62 37 52| (3)
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end
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Table 2 The mapping table of Knight transform matrix

(2,1) (2,0) (1,4) (2,4) (1,6) (1,3) (2,7) (1,5)

(3,1) (3,0) (0,0) (0,1) (0,6) (0,3) (3,7) (0,5)
(3,2) (0,2) (1,0) (0,4) (3,6) (3,3) (0,7) (3,5)
(2,2) (2,3) (1,1) (1,2) (2,6) (4,3) (1,7) (2,5)
(5,2) (6,0) (3,4) (5,1) (6,5) (6,6) (5,4) (5,5)
(4,2) (7,0) (4,4) (4,1) (7,3) (6,7) (7,5) (4,5)
(7,2) (4,0) (7,4) (7,1) (7,6) (7,7) (4,7) (4,6)
(6,2) (5,0) (6,4) (6,1) (5,3) (6,3) (5,7) (5,6)
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(17 16 12 20 14 11 23 13]
25 24 0 1 6 3 31 5

20 2 8 4 30 27 7 29
18 19 9 10 22 35 15 21 (4)
42 48 28 41 53 54 44 45|
34 56 36 33 59 55 61 37
58 32 60 57 62 63 39 38
50 40 52 49 43 51 47 46]
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ST E 43 S HEAT m UK Amold 223 K n %5 -+ (Knight) 3837 (fAIIC M :m A+n K) : 1 A+1 K.8 A+2 K .30 A+2
K.50 A+10 K B4 RARANEL 1(a) ~ (d) I .
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Fig.1 The results of composite encryption
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Fig.2 The result of experiment 1 and 2
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Fig.3 The result of experiment 3

SC 1~3 R, 24 HAUY R RO R Y A 08 YOO R A R S8 V) I A RERR
i . BT LAAS B BA ARG 22 2

SCH 4 HUTY) GG AT, 0 B (B 1 () )80 £ 174 559) BENLBEA G A B s )5 S
ALAY IR ZE RN 4(a) ((b) () FT7R .

SC 4 W] AV HA PO T BGE RE T, HoA — 2 i B

- 58 -



MG HE T ARM7 BB AN i 25 R S5

(O IA BT
4 THALRE
Fig.4 The result of experiment 4
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