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Dynamic Detection of Spam Based on Classified Mail Proxy MCP

Chen Bin,Dong Yizhou,Mao Mingrong
(Informatization Office of Nanjing Normal University, Nanjing 210023, China)

Abstract:In order to solve the problem of increasing the proportion of spam in Internet mail, a dynamic detection
algorithm based on MCP is proposed. Based on the collection of the session logs collected from the campus network mail
hosts and virtual agents in the past six months, the method analyzes all kinds of delivery status and status message set in
the record,and achieves the result of effective spam detection finally,so as to provide the basis for sorting. The experi-
mental results show that after a certain number of frequency classification strategy is adjusted , the highest accuracy of the
detection algorithm is up to 96.1%. The design detects the behavior of spam host and virtual machine effectively, and
completely suppresses the generation of spam.
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Fig. 1 MCP framework based on classified mail agent
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Table 1 Instance of different response messages in the same SMTP response code
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(1) Initialize :£' = (0,0,---,0) ;

(2)fort=1,2,---do

(3)Recpt_Collect_data( P') ;
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(5)Get P'={u,lu, P v #0v,};
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Table 3 Campus network spam host statistics from 201605 to 201610

RIS AR i AL E B3R MR i AL FERLIHRAF A L E
1 201605 329 44 285
2 201606 334 49 285
3 201607 318 43 275
4 201608 218 49 169
5 201609 347 58 289
6 201610 302 46 256
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Table 4 Detection results of incremental learning algorithm under different parameters

WESH(E, E) P/ % Py/% Py/% P,/ % Ps/% Ps/%
(0,1) 78.53 86.32 88.13 87.49 85.57 86.11
(0.25,1) 78.53 83.10 82.32 83.31 83.59 82.37
(0.5,1) 78.53 81.04 82.20 83.76 79.11 83.25
(0.25,0) 78.53 70.12 73.41 75.92 76.01 73.35
(0,0) 78.53 78.53 78.53 78.53 78.53 78.53
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Ry BB AE ML, AR B MRETE FEHLAT BB 2R T S0 45 SO PR R ER G A I A . FE S B R A
BPBIE AL O i 44 B Oy AT T 20 AR T T 2R R L X 8 % B F A 4L (spam host,
SPH) [ 3—4 /™ JE] 1 () P-4 R D HERA B H T 28 939% DI, Ji R AEL 1T 36 96.1% . s A2 sClikic 804,
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Table 5 Detection results for spam host and non-spam hosts

WRBH(E,,E) P\/% Py/% Py/% P,/% Ps/% Ps/%
(0,1),SPH 54.7 90.1 93.4 94.9 96.1 95.2
(0,1) ,NSPH 93.2 76.3 74.2 71.7 73.1 71.1
(0.25,1) ,SPH 54.7 88.7 90.5 93.0 93.9 92.7
(0.25,1) ,NSPH 93.2 74.5 73.2 72.1 73.7 72.8
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