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Abstract: By monitoring and analyzing large volumes of log data,log anomaly detection can promptly identify abnormal
behaviors such as intrusions and malicious operations , making it a critical tool for modern system administrators. To address
the issue of limited labeled data,this paper proposes an unsupervised log anomaly detection algorithm based on RoBERTa
and hyperspherical space. Firstly, to fully capture the semantic features of log texts, a multi-level semantic extraction
network is proposed to effectively learn the contextual information of logs from multiple perspectives. Specifically, the
robustly optimized BERT pretraining approach (RoBERTa) is pretrained on a log corpus. And then both RoBERTa and
Transformer encoders are used to extract semantic features of log entries at the word and sentence level, respectively.
Additionally,to enhance class differentiation and uncover normal patterns in logs, hyperspherical loss is introduced in the
feature space. By continuously optimizing the model and training with only normal samples,the feature representations of
normal samples converge toward the center of the hyperspherical space,while anomalous samples are pushed away from the
center, effectively separating the anomalies. The model achieved F1 scores of 0.94 and 0.93 on the HDFS and BGL log
datasets , respectively , demonstrating its effectiveness.
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Table 3 Comparison of overall performance

Hfg S HDFS Hdi4E BGL R
ORI R
P R F1 P R Fl1 P R F1
W LogRobust 0.98 1.00 0.99 0.62 0.96 0.75 0.80 0.98 0.87
NeuralLog 0.96 1.00 0.98 0.98 0.98 0.98 0.97 0.99 0.98
PCA 0.06 1.00 0.11 0.09 0.98 0.16 0.08 0.99 0.14
0CSVM 0.03 1.00 0.06 0.01 0.12 0.02 0.02 0.56 0.04
T DeepLog 0.88 0.69 0.77 0.90 0.83 0.86 0.89 0.76 0.82
LogAnomaly 0.94 0.40 0.56 0.73 0.76 0.74 0.84 0.58 0.65
LogBERT 0.87 0.78 0.82 0.89 0.92 0.90 0.88 0.85 0.86
LogBS(ours) 0.95 0.93 0.94 0.96 0.90 0.93 0.96 0.92 0.94

1A Wi B ik | LogRobust F1 NeuralLog B354 K H NeuralLog RS S e T T
B T A ZT B 1k LogBS , Hofth 5 2 9T EE Yok 1 T LogBERT Mg 3c .
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SIBUGRE T 0.75. 5Z AR, NeuralLog 7E PR FIERERCAT, 4R 15 T 0.98 19 F1 434K
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(2) TEHE T IO B 27 T BB b AR GERL AR~ 2] J7 1 (4 PCA, OCSVM ) 7EAL B A A% s AEH LA K5
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FIh S5 H R NI TC AT R 7 IEH H B 5% H .
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LT BERT 9 LogBERT REfS 7853 2 ) H AP MY 1 F SCfF B SR, i1 T LogBERT E #2481 F H it
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Table 4 Detection results generated by different log vector representation methods

Bdi4E HDFS Bii4E BGL
VRS
P R F1 P R F1
H & 1D 0.75 0.69 0.72 0.78 0.72 0.75
Word2Vec 0.86 0.77 0.81 0.75 0.81 0.78
BERT 0.90 0.86 0.88 0.91 0.87 0.89
RoBERTa(ours) 0.90 0.93 0.91 0.93 0.88 0.90

MR 4 PR SEER AR AT LUE i RoBERTa 47 H ARl 3R7R i, B A A T HlI 25 , A 7 4T3 5K B
13T BRI AR, X AT RER A H AR ID U H BB 5T 4 5, A H B s UE 8, 1
PR Bk H AR UK — TG S B WL B W AR S , S8 Bt 5 22 , BRIz E AR AN H &
Hdhs.

Word2Vec 3 it 1% )2 1)1 28 0 £ 204 A e A 1l 1) £, SR B34S 980 i 40 B — S ME— 1 1) o e 7 )il
1918 A5 L. 76 HDFS #l BGL 30484 |, 35T Word2Vee HURIRL [ IET H Ak 1D AUBHEILE F1 4350 4y
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PRET AN e FI R K. 52T RoBERTa MY [ 3 T BERT AU HI7E N BUHR 45 B0y F1 20804 e 1
0.03 #10.01.
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Table 5 Comparison of model detection performance with or without ROBERTa pre-training

X Hln 4k HDFS $dli 4k BGL Ty
T
R F1 P R F1 P R F1
x 0.90 0.93 0.91 0.93 0.88 0.90 0.92 0.91 0.91
vV 0.95 0.93 0.94 0.96 0.90 0.93 0.96 0.92 0.94

BEAh X —45 R R W, B %Ry 2 AT BOUIZR, nT DL 35 4R TH IR 5 R Y AR G AT 55 A R
B 8 e A S AT ) R S T R AT PN g BT RE RS BUER B 22 Ll MR, I 7 S5 ST 55 v B
HH B ) B AL BRRE ST T ARk b A L U D E L IR H AR AR A AR AR SR
PIZSRAAE , 308 PSR L) B He3E . TN 25845 RoBERTa REAS B g iy 3 7 33 SR o AT | M7 S g FH
I S S P RE.

4 5
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IT7 % LogBS. 27 AR RIYINGRI BUL T Tobn 2 1 IEH B &, 7EMNS R BT 8 BObR 120 1 o 36
VAR E 70 B IE R H PSR & H S P9 IS 5. A, il {31 25 9 RoBERTa 5 5 K~
~J H R CRHIE , 938 i Transformer 380 LATE Z 0 ALHZ 48 H G4 B H B FIH R LT XUE R, %
INEREE N Z AR /H2 48 H S SORITE SUE . i, SRATE BRI R X R AT 04, 7~ H SR
IEFRE ARG IE R HEHE N 7 H &, il R4 B RS s0iE 1% 07 i 1A Rtk
iz AL hg
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